


1. AFE XE7F Microsoft Word = A1 & S ASHE 4% (KHEh

<and>
<equal>
<evtSrcFileExt />
<string value="docx" />
</equal>
<INn>
<evtOperationType />
<list>
<constOpFileCopy />
</list>
</in>
</and>
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<and>
<equal>
<evtDestDriveType />
<constDriveRemovable />
</equal>
<INn>
<evtOperationType />
<constOpFileWrite />
</in>
</and>
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<and>
<equal>
<evtDestDriveType />
<constDriveRemovable />
</equal>
<INn>
<evtOperationType />
<constOpFileCopy />
</in>
</and>

O] 54 CIAT0AM LY FAE el AS =AML 2= A= &



4. 0|54 ECI0| 20| ot O| FH E (Kt

<and>
<equal>
<evtDestDriveType />
<constDriveRemovable />
</equal>
<equal>
<evtOperationType />
<constOpFileRename />
</equal>
</and>
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<and>
<0or>
<equal>
<evtDestDriveType />
<constDriveRemovable />
</equal>
<equal>
<evtSrcDriveType />
<constDriveRemovable />
</equal>
</or>
<in>
<evtOperationType />
<constOpFileDelete />
</in>
</and>

O|s4 CIA30AM THE AT &



|El
Hu
|
o=
>
ot
>
rn

<and>
<equal>
<curProcessiImageName />
<string value="Notion.exe" />
</equal>
<equal>
<evtOperationType />
<constOpAppStart />
</equal>
</and>
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2EAZ 0|83 Y ME(KHEh
and>
<equal>

<evtProtocolType />
<constProtocolBluetooth />
</equal>
<like expr="%fsquirt.exe%">
<curProcessimageName />

</like>
<in>
<evtOperationType />
<list>
<constOpNetTransferUpload />
</list>
</in>
</and>
] Date ¥ S © A [ gEoTIZ TN User COMPUTER
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<and>
<like expr="%Bluetooth Device%">
<evtAdapterName />
</like>
<in>
<evtOperationType />
<list>
<constOpNetwork />
<constOpNetworkEx />
</list>
</in>
</and>
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<and>

<not>
<equal>
<evtSrcFileExt />
<string value="" />
</equal>
</not>

<not>
<in op="like" match="any">
<evtSrcFilePath />
<list>

BEE(RtH)

<string value="%wappdatawroamingwrn />
<string value="%WappdataWlocalW%" />
<string value="%Wappdatattlocallow#%" />
<string value="%Wprefetch#%" />

<string value="%Wwindows#%" />

<string value="7%program tiles (xab)Wkakaown />

</list>
</in>
</not>
<in>
<curProcesslmageName />
<list>
<string value="KakaoTalk.exe" />
</list>
</in>
<equal>
<evtOperationType />
<constOpFileRead />
</equal>
</and>
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<and>
<or>
<like expr="Firefox Setup%">
<curProcesslmageName />
</like>
<like expr="Firefox20Setup%" >
<curProcessimageName />
</like>
<like expr="firefox%" >
<curProcesslmageName />
</like>
<0or>
<equal>
<evtOperationType />
<constOpAppStart />
</equal>
</and>
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<in>
<evtOperationType />
<list>
<constOpMailAttach />
</list>
</in>
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<equal>
<evtOperationType /> Mo —
<constOpSendMail />

</equal>
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14. Outlook txt™ £ It 2 OF (X}EH

M testHY - HAIX] (HTML)

<and>
<equal>
<evtSrcFileExt /> _
<string value="txt" /> r— = prp——
</equal>
< equal > = ITAL

<evtOperationType />
<constOpMailAttach />
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15. B & & (XtEh

<and>
<Oor>
<like expr="%NDIS%"> //Ct=RZ0|E 7|7| HIH{ 2 O E
<evtAdapterName />
</like>
<like expr="%Remote%"> //HIHEA| S7F O EX|
<evtAdapterName />
</like>
<like expr="%Apple%"> //0i=Z 7|7|0 CHet HIEH & O &
<evtAdapterName />
</like>
</or>
<in>
<evtOperationType />
<list>
<constOpNetwork />
<constOpNetworkEx />
</list>
</in>
</and>
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<and>
<equal>
<evtSrcDriveType />
<constDriveFixed />
</equal>
<equal>
<curProcessimageName />
<string value="mstsc.exe" />
</equal>
<In>
<evtOperationType />
<list>
<constOpFileCopy />
<constOpFileMove />
<constOpAdePaste />

</list>
</in>
</and>
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17. Outlook & 7| ¥ E (X}EH

<and>
<equal> _ _ .
<evtSrcFilePolicyTag /> (8% 22|12+ A) <evtSrcFileEntityFrequency name> 11%/0|§ 222
<string value="test" />
</equal>
<In>
<evtOperationType />
<list>
<constOpSendMail />
</list>
</in>
</and>
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18. Outlook =

<and>
<equal>
<evtMailRecipientTypes />
<constMailBCC />
</equal>
<equal>
<evtOperationType />
<constOpSendMail />
</equal>
</and>
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<and>
<not>
<like expr="%gunsystems.co.kr">
<evtMailRecipients/>
</like>
</not>
<equal>
<evtOperationType/>
<constOpSendMail/>
</equal>
</and>
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20. A== 0|80l = HY7| o2 B=ZE(KHE)

<and>
<in op = "like" match = "any">
<evtSrcFilePath />
<list>
<string value = "%W%" />
</list>
</in>
<or>
<in op="like" match="any">
<curProcessAddressBar/>
<list>
<string value="%translate.google.co.kr%" /> A1 AR o] w0 FWop v
</list>
</in>
<in op="like" match="any">
<evtDomain/>
<list> +
<string value="%translate.google.co.kr%" />
</list>
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<for> CYIMHEE
<INn>
<evtOperationType />
<list>
<constOpFileOpen /> ot
<constOpNetTransferUpload />
</list>
</in>
</and>
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<and>
<in op="like" match="any">
<evtDomain/>
<list>
<string value="%nextpcb.com%" />
<string value="%papago.naver.com%" />
<string value="%clients6.google.com%" />
<string value="%push.clients6.google.com%" />
</list>
</in>
<in>
<curProcesslmageName />
<list>
<string value="chrome.exe" />
<string value="msedge.exe" />
</list>
</in>
<in>
<evtOperationType />
<list>
<constOpNetTransferUpload />
</list>
</in>
</and>
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22. A3 2 AKX (KFEL

<or>
<in>
<evtOperationType />
<list>
<constOpAdePrintScreen />
<constOpAdeScreenCapture />
</list> M EHRK 4
</in>
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cands ._=_I':_ MR 8% 9:1#5131|*‘| SnippingTool.exe ZE2 10| Al 0|1, mtdS A&
<equal> =
<curProcesslmageName />
<string value="lightshot.exe" />
</equal>
<in>
<evtOperationType />
<list>
<constOpFileSaveAs />
<constOpFileWrite />
<constOpAdePrintScreen />
<constOpAdeScreenCapture />
</list>
</in>
</and>
</or>
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